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1	Decision/action requested
It is proposed to change Solution #3.1 in TR 33.846
2	References
[1]		3GPP TR 33.846 V0.13.0, Study on authentication enhancements in 5G System
[2]	3GPP TSG-SA3 Meeting #104-e, S3-212407, Observations on TR 33.846
3	Rationale 
As a result of the previous meeting (SA3#104-e) there was published a new document S3-212407 [2] containing observations on solutions presented in TR 33.846 [1] and revealing a number of concerns regarding the declared security properties. 
The current document contains amendment proposals to the solution from clause 6.3.1 of TR 33.846 [1]. The issue of the need for changes is caused by the attack described in section 3.1 of the S3-212407 [2] document, so we invite SA3 to consider these points.
3.1	Problem description
According to the TR 33.846 [1] document the solution #3.1 is supposed to address key issue #2.2 (SUCI based attacks).
However, the S3-212407 [2] document demonstrates that this solution does not address key issue #2.2 by providing a new variant of SUCI replay attack. The attack consists of three steps (see Figure 1), more details can be found in the S3-212407 [2] document:
1. On the first step the attacker captures SUCI in Registration Request message.
2. On the second step the attacker captures SUCI’ in Registration Request message of some unknown UE’ and modifies it by exchanging the SUCI’ used in this request by the previously captured SUCI.
3. According to TR 33.846 clause 6.3.1.2:
· If MACMAC’ (SUPISUPI’), HN discards the message and does not send a reply message.
· If MAC = MAC’ (SUPI=SUPI’), HN generates authentication vector and sends AUTN and other parameters to UE.
Consequently, the attacker can always distinguish whether SUPI = SUPI’.
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Figure 1
NOTE 1: We recommend adding the integrity protection of the SUCI value during MAC calculation: MAC = MACK (RANDMS, SQN, SUCI). In this case the solution will truly address key issue #2.2.
3.2	Proposed changes
Since the solution #3.1 (with proposed  in NOTE 1changes) addresses key issues #2.2, we consider it appropriate to make the following changes:
1. Change the description of the solution #3.1, amending the items dealing with the MAC calculation.
2. Add some recommendations regarding the optimization aspects.
4	Detailed proposals
[bookmark: _Toc467658313][bookmark: _Toc482970147][bookmark: _Toc22397242][bookmark: OLE_LINK21]*************** Start of Change 1****************
[bookmark: _Toc3478986][bookmark: _Toc81322660]6.3.1.2	Solution details
UE
UDM
AUSF
AMF/SEAF

2. Registration request
(SUCI, Random, enc_SQN, MAC)
4. Authentication request
(SUCI, Random, enc_SQN, MAC)
6. Continue with the procedure
1. UE encrypts and integrity-protects the SQN using long term key of UE.
5. De-conceal SUCI to SUPI, acquire SQN, checks SQN and the freshness of Random
3. Authentication request
(SUCI, Random, enc_SQN, MAC)










Figure 6.3.1.2-1: Procedure for mitigating SUPI guessing and SUCI replay attack 
Step 1:	 The SEAF may initiate an authentication with the UE during any procedure establishing a signalling connection with the UE, according to the SEAF's policy. If the authentication is initiated, UE generates a Random and encrypts the SQN using long term key K of UE to produce the output ciphertext enc_SQN. In addition, the SUCI, SQN and Random is also integrity protected using K and the output is represented as MAC.
[bookmark: OLE_LINK208][bookmark: OLE_LINK209][bookmark: OLE_LINK201]Step 2: UE sends SUCI, Random, enc_SQN and MAC in the registration request message. Random, enc_SQN and MAC are included in SUCI in the any other parameter part. The capability indicator is also included in SUCI and integrity-protected with SUCI scheme. The capability indicator represents the UE is upgraded.
*************** End of Change 1****************

*************** Start of Change 2****************
[bookmark: _Toc81322661][bookmark: _Toc81322702][bookmark: _Hlk85025570][bookmark: _Hlk85025543]6.3.1.3	Evaluation
Editor's Note: The usage of the long-term key for other uses is FFS.
The selected symmetric algorithm used in this contribution needs more evaluation to avoid security issue. 
The usage of the long term key K is dedicated to authentication and key agreement (AKA) procedure for which the long term key K has been introduced in the 3GPP security architecture. Security risk due to the usage of the long term key to encrypt the SQN needs to be evaluated by ETSI SAGE.
The solution depends on the availability of the SUCI mechanism and is only applicable to 5G.
NOTE 1: To optimize calculations the MAC calculation step can be excluded from the ECIES scheme, as the integrity of the SUCI value is already guaranteed by MAC calculation (MAC (SUCI, Random, enc_SQN)).
NOTE 2: To optimize calculations the UE public ephemeral key from the ECIES scheme can be used to generate RANDMS value.
*************** End of Change 2****************
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